Testing for the Articles 04012024
ISO 15143-4 (AEMP 2.0) API Access Guide

ISO 15143-3 (AEMP 2.0) API

Assumptions

API consumer has entered into a valid Digital Marketplace Agreement.

AP| consumer has received client credentials (Client ID and Client Secret).

API consumer has valid Corporate Web Security (CWS ID -Username and Password).

API consumer is subscribed to the API and will use the API only in accordance with the Digital
Marketplace Agreement and Licenses to APIs.

Communications

ok Sender Subject Purpose

No
** SAVE this Email ** - Email contains client
These Credentials are key to  credentials to access 1ISO

. accessing your recent Client 15143-3 (AEMP 2.0) API

1 Digita|MarketplaceTeam@cat.com credentials and secret (to access the API via
request for ISO 15143-3 Postman or other
(AEMP 2.0) API integration)

Your subscription to the I1SO Email confirms
2 donotreply@cat.com 15143-3 (AEMP 2.0) API subscription of ISO
product has been activated. 15143-3 (AEMP 2.0) API

Access 1SO 15143-3 (AEMP 2.0) API - Postman

Pre-requisites:

What is needed How to get it
API Client Credentials (Client ID and Client Secret)  From Caterpillar

Postman tool installed in your desktop / PC https://www.postman.com/downloads/



mailto:DigitalMarketplaceTeam@cat.com
mailto:donotreply@cat.com
https://www.postman.com/downloads/

What is needed How to get it

Postman collection for ISO 15143-3 (AEMP 2.0) .
[Postman collection is a set of JSON files] From Caterpillar

Import ISO APl Postman Collection

Step 1: You can click on “Skip and go to the app” to import the Postman collections.*

0 Rosiman

Pl Edrt View elp

O

Create an account or sign in A free Postman account lets you

E A 1 &:‘ Organize all your AP1 development in workspaces

() Create publis workspaces 1o cobabrabe wilh cvar 1) million denvsopers

Signin
= i '
() Back up your work on Posiman’s cloud
E:l Experence the best AP development plationm for free!

You do not need 10 sign in o create an account for
the purpose of testing connectivty in Postman,
Click Skip belfow and oo 1o the spp dinecthy

Step 2: Click on the Import button.
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Step 3: Following popup window will open: Click on “Choose Files” button.
& Postman = X

File Edit View Help

IMPORT
Import a Postman Collection, Environment. data dump, curl command, or & RAML /

WADL / Open AP{ (1.0/2.0/3.0) / Runscope file.

Import File mpart Folder

Drop files here

Choose Files

Step 4: Select postman collection obtained from Caterpillar Adoption Team (with the meeting

invitation).

Step 5: On successful import you can see I1SO 15143-3 (AEMP 2.0) API request as follows:




(& Postman
File Edit View Help

+ New Import Runner B ga My Workspace v~ 2 Invite

o Looks like your collaboration needs are growing beyond what a free team can do. To collaborate on unlimited requests with your team, upgrade to one of our paid plans.

Q

History Collections APIs

New Collection Trash %

15015143 API (AEMP 2.0) Collection_...
6 requests

GET  Fleet Snapshot - JSON

GET  Fleet Snapshot - XML

GET  Equipment Snapshot (individual) - JSON

GET  Equipment Snapshot (individual) - XML

GET  Timeseries FaultCode - ]SON

GET  Timeseries FaultCode - XML

Get OAuth 2.0 Access Token

Step 1: Select Fleet snapshot from the ISO 15143-3 (AEMP 2.0) API from collection and go to
the “Authorization” tab and select OAuth 2.0.

& Postman - X
File Edit View Help

+ New Import Runner &= 86 My Workspace v~ & Invite

o Looks like your collaboration needs are growing beyond what a free team can do. To collaborate on unlimited requests with your team, upgrade to one of our paid plans.

. 5 o
Q Fleet Snapshot - JSON X 4 oo No Environment i K =
History Collections APIs » Fleet Snapshot - JSON Examples 0 ¥ V4
+ New Collection Trash
GET v httpsi//services.cat.com/telematics/iso15143/fleet/1
15015143 API (AEMP 2.0) Collection_...
6 request :
e Params Authorization @ Headers (9) Body Pre-request Script Tests ® Settings
GET  Fleet Snapshot - JSON
GET  Fleet S hot - XML TYPE o Heads up! These parameters hold sensitive data. To keep this data secure while working in a X
et onapshot- Ay OAUth 2.0 - collaborative environment, we recommend using variables. Learn more about variables
GET  Equipment Snapshot (individual) - JSON
GET  Equipment Snapshot (individual) - XML The authorization data will be Current Token
automatically generated when you send - . = N S . S N
GET  Timeseries FaultCode - JSON the request. Learn more about
GET  Timeseries FaultCode - XML authorization Access Token Available Tokens ¥ eyhbGciOijSUzI 1NilsimtpZCI6[M1liwic ¢
1eseries Fa e - XM
Add authorization data to X
VIMS Header Prefix @ Bearer
> v
2 requests Request Headers
N VisionLink - AEMP v Configure New Token
1 request

Token Name

Step 2: Select “Request Headers” from drop down as shown in the screen below:

Note: This will add the Authorization field in the header.



L L

Authorization @ Heade

TYPE

Step 3: Select the “Con

&) Postman
File Edit View Help

—+ New Import Runner v

figure new token” option.

88 My Workspace v & Invite @ B Lo Q Upgrade v

o Looks like your collaboration needs are growing

Q
History Collections APIs
+ New Collection Trash
1SO15143 API (AEMP 2.0) Collection_...
6 requests
GET  Fleet Snapshot - JSON
GET  Fleet Snapshot - XML
GET  Equipment Snapshot (individual) - JSON
GET  Equipment Snapshot (individual) - XML
GET  Timeseries FaultCode - JSON
GET  Timeseries FaultCode - XML

AVIVIS

beyond what a free team can do. To collaborate on unlimited requests with your team, upgrade to one of our paid plans. Check Usage
No Environment v ©® =
Fleet Snapshot - JSON X
» Fleet Snapshot - JSON Examples 0 ¥ Va
GET v https://services.cat.com/telematics/iso15143/fleet/1 “ Save ¥
Params Authorization ® Headers (9) Body Pre-request Script Tests ® Settings Cookies Code
TYPE
OAuth 2.0 M

The authorization data will be Token Name

automatically generated when you send

the request. Learn more about Grant Type Client Credentials v
authorization

Access Token URL @ https://fedlogin.cat.com/as/token.oauth2

Add authorization data to

Step 4: Enter the below details under “Configure new token” and click on “Get New Access

Token” button as show

Field

Token Name
Grant Type
Access Token URL
Client Id

Client Secret

Client Authentication

n below:

Value
Enter a name for the token (this is just for your reference)
Choose “Client Credentials”

https://fedlogin.cat.com/as/token.oauth?2

Enter Client Id (Please get in touch with credential owner)
Enter Client Secret (Please get in touch with credential owner)

Select “Send as Basic Auth Header” from dropdown


https://fedlogin.cat.com/as/token.oauth2

& Postman — X
File Edit View Help

+ New Import Runner [y 88 My Workspace v A Invite 3 N Upgrade ~
o Looks like your collaboration needs are growing beyond what a free team can do. To collaborate on unlimited requests with your team, upgrade to one of our paid plans. Check Usage
No Environment v ©® =
a Fleet Snapshot - [SON X || | oeo -
History Collections APIs » Fleet Snapshot - JSON Examples 0 ¥ Va
New Collection Trash
GET v https:i//services.cat.com/telematics/iso15143/fleet/1
1SO15143 API (AEMP 2.0) Collection_...
6 requests
Params Authorization @ Headers (9) Body Pre-request Script Tests @ Settings
GET  Fleet Snapshot - JSON
TYPE
GET  Fleet Snapshot - XML
OAuth 2.0 v
GET  Equipment Snapshot (individual) - JSON
GET  Equipment Snapshot (individual) - XML The authorization data will be Token Name
automatically generated when you send
GET  Timeseries FaultCode - JSON the request. Learn more about Grant Type Client Credentials v

authorization
GET  Timeseries FaultCode - XML
- Access Token URL https://fedlogin.cat.com/as/token.oauth2
Add authorization data to ° B 8
VINS

() Postman - X
File Edit View Help

+ New Import Runner & 88 My Workspace - & Invite 8 Upgrade
o Looks like your collaboration needs are growing beyond what a free team can do. To collaborate on unlimited requests with your team, upgrade to one of our paid plans. Check Usage
Q No Environment v ) E=
Fleet Snapshot - JSON X 4 e -
History Collections APIs » Fleet Snapshot - JSON Examples 0 v Y
New Collection Trash
GET v  https://services.cat.com/telematics/iso15143/fleet/1
15015143 API (AEMP 2.0) Collection_...
6 requests .
Params Authorization ® Headers (9) Body Pre-request Script Tests @ Settings
GET  Fleet Snapshot - JSON
GET  Fleet Snapshot - XML TYPE Access Token URL @ https://fedlogin.cat.com/as/token.oauth2
OAuth 2.0 v

GET  Equipment Snapshot (individual) - JSON ClientID @ :

GET  Equipment Snapshot (individual) - XML The authorization data will be

automatically generated when you send Client Secret @ |
GET  Timeseries FaultCode - JSON the request. Learn more about
authorization
GET  Timeseries FaultCode - XML Scope @
Add authorization data to
VIMS Client Authentication Send as Basic Auth header v
2 requests Request Headers v
VisionLink - AEMP Get New Access Token
> 8
1 request

Step 5: The following window will display the new access token:



o

Authentication complete

This dialogue will automatically close in 3...

N

Proceed

Step 6: Click “USE TOKEN".

MANAGE ACCESS TOKENS

dF9pZCl6ImlzbzETMTQzX2N1c3QtMDAOLTISNjk2ZMDA3NjUtZGVm
YXVsdF9jY19jbGlIbnQiLC)pc3MiOiJodHRwczovL 2ZIZGxvZ2luLmNh
dC5jb20iLCJhdWQIOiDQORTIiwiY2F0cmVjaWQiOi)QQUEtMDAWM
DJDNUEILCJ)YXRhZmx0bmNvZGUiQilwMDQiLCJleHAIOJETNTk2Mzc
yMz]9.5fCTaxiuoKdQTzA)p2DFCPSZZ34esecOkk-
K_lcRy482ZbMDgx_1Zdsk3F0_FjX57cOMsGONLC5jz403UPdOxjPuK
T09Ddk07bv5hiVteWDelamvkVkSp)xmbnPOsRpy8MOUeWzqD2Lc)
ghaT1PVSdSrpinjeX5FubSCttFTCdkNpnOQbqcAgpPEGVO-
6KQLSsaBEdOEljp6ubmclasL3ATOyKeU]dSDcUNTZbA__wimrgMBL
QMDOb4Wg6v3)0XUysuTo-
EmSTRISjFnZjAR|2kZ3xG2ZHTVVV38kkHQ)8bwYfApUxuYh3I3EKFrOd
2G321jNSng_nxyXRTS2vsw

ALL TOKENS

AEMP API 2.0

Token Type Bearer

expires_in 3599

I—— -

Note: This will add the Authorization field in the header

Fleet Snapshot API

Stepl: To obtain the Fleet Snapshot Data in XML Format.

Endpoint URL:



https://services.cat.com/telematics/iso15143/fleet/{pageNumber
Example:

The URL for Fleet Snapshot data in XML format would be:
https://services.cat.com/telematics/iso15143/fleet/1

Header:

Accept: application/iso15143-snapshot+xml

Parameter:

1 {PageNumber}

Screens from Postman:

P Fleet Snapshot - XML
GET v https:Nservices.Cat.com/telematics/ism5143/f|eeE
Params Authorization e Headers (8) Body Pre-request Script Tests Settings

Query Params

Params Authorization @ Headers (9) Body Pre-request Script Tests Settings
Headers < 8hidden
KEY VALUE DESCRIPTION

Accept application/iso1 5143-snapshot+xml|

Step 2: Repeat the Authorization step from section 3.2.

Step 3: Click SEND. Screen shot of the response:

[B) save

“ee

~

Bulk Edit

4

Send

Cookies

Cookies Code

Presets

v



https://services.cat.com/telematics/iso15143/fleet/%7bpageNumber%7d
https://services.cat.com/telematics/iso15143/fleet/1

Body Cookies Headers (17) Test Results
Pretty Raw XML v = m Q
4 <rel>Current</rel>
5 <href>https://api.cat.com/telematics/is0156143/flest/d</hret>

</Links>
<Links>
8 <rel>Nexts</rel>
9 <href>https://api.cat.com/telematios/is016143/Flest/2</href>
</Links>
11 <Links>
12 arel>last</rel>
<href>https://api.cat.com/telematics/i5015143/fleet/127</href>
14 </Links>
<Linkss
<rel>First</rels
<href>https://api.cat.com/telematics/is0156143/flest/d</hret>
18 </Links>
19 <Equipment>
20 <EquipmentHeader>
21 <0EMName>CAT</0EMNams>
22 <Mode1>23203LRC< /Model>
23 <5eTialNunber>PUNBO116< /SerialNumber>
24
25
26
27
28 <Altitude>58.000000</Altituds>
29 <AltitudeUnitssmetre</AltitudeUnits>
30 </Location>
3L <CumulativeIdleHours datstime="2023-86-22T19:02:532">
32 <Hour»272.1</Houz>
33 </tumulativeIdleHours>
34 <CumulativeOperatingHours datetime="2023-05-23T07:12:11Z">
35 <Houz>4748.5</Hour>
36 </CumulativeDoeratingHours>

Step 4: Fleet Snapshot Data in JSON Format.

NOTE: Follow the same steps from this Section, but change “Accept Type” in header to
“application/iso15143-snapshot+json”.

Equipment Snapshot API
Step 1: To obtain the Equipment Snapshot Data in JSON Format:
Endpoint URL:

https://services.cat.com/telematics/iso15143/fleet/equipment/makeModelSerial/{make}/{model}/{serialNu
mber}

Example: To get the Equipment Snapshot data for the following asset in JSON format.

Make: CAT

Model: MH3026

Serial Number: FB999999

Equipment Snapshot URL:
https://services.cat.com/telematics/iso15143/fleet/equipment/makeModelSerial/CAT/MH3026/FB999999
Header:

Accept: application/iso15143-snapshot+json

Screens from Postman:


https://services.cat.com/telematics/iso15143/fleet/equipment/makeModelSerial/%7bmake%7d/%7bmodel%7d/%7bserialNumber%7d
https://services.cat.com/telematics/iso15143/fleet/equipment/makeModelSerial/%7bmake%7d/%7bmodel%7d/%7bserialNumber%7d
https://services.cat.com/telematics/iso15143/fleet/equipment/makeModelSerial/CAT/MH3026/FB999999

o) Equipment Snapshot (individual) - JSON

GET v https:/fservices.cat.comftelematics/iso15143/fleet/equipment/makeModel SerialjlCAT/23203LRC/PWNO0115/

Params Authorization ® Headers (8) Body Pre-request Script Tests Settings

Query Params

Key Value
[

3 Equipment Snapshot (individual) - JSON

GET ~ htips://services.cat.com/telematics/iso15143/fleet/equipment/makeModelSerial/lCAT/232D3LRC/PWNO0115/
Params  Authorizations  Headers (8)  Body  Pre-requestScript  Tests  Settings
Headers 7 hidden

Key Value
accept application/iso15143-snapshot+json

Step 2: Repeat the Authorization step from section 3.2.

Step 3: Click SEND. See the response:

Body Cookies Headers (17) TestRes

ts

Pretty Raw Preview Visualize JSON  ~ =

“Links": [

"Href": “"https://api.cat.com/telematics/is015143/flect/equipment/makeModelSerial /CAT/232D3LREC/PUNGE11E"

2
3
4 "Rel": "Curzent”,
6
3

mentID": “23203 NSI 8",
"SerialNumber": "PWNBO115"

Step 4: Equipment Snapshot Data in XML Format:

Description

Description

Cookies

Follow the same steps from this Section, but change “Accept Type” in header to “application/iso15143-

snapshot+xml”.

Timeseries Fault Code API

Step 1: To obtain the Timeseries Fault Code Data in JSON Format:

Endpoint URL:

https://services.cat.com/telematics/iso15143/fleet/equipment/makeModelSerial

mber}/faults/{startDateUTC}/{endDateUTC

ageNumber

make

model

serialNu


https://services.cat.com/telematics/iso15143/fleet/equipment/makeModelSerial/%7bmake%7d/%7bmodel%7d/%7bserialNumber%7d/faults/%7bstartDateUTC%7d/%7bendDateUTC%7d/%7bpageNumber%7d
https://services.cat.com/telematics/iso15143/fleet/equipment/makeModelSerial/%7bmake%7d/%7bmodel%7d/%7bserialNumber%7d/faults/%7bstartDateUTC%7d/%7bendDateUTC%7d/%7bpageNumber%7d

Example: To get the Timeseries Fault Code data for the following asset in XML format:
Make: CAT

Model: MH3026

Serial Number: FB999999

startDateUTC : 2019-05-07T00:00:00Z

endDateUTC: 2019-05-17T00:00:00Z

pageNumber =1

Timeseries Fault code URL:

https://services.cat.com/telematics/iso15143/fleet/equipment/makeModelSerial/CAT/MH3026/FB999999/fau
Its/2019-05-07T00:00:007/2019-05-17T00:00:00Z/1

Header:
Accept: application/iso15143-faults+ json

Screens from Postman:

[ Timeseries FaultCode - JSON [ save ~
GET ~ https://services.cat.com/tel /15015143 i 215 \.‘1|CAT."3ADGE."SIT13632"faulls‘-‘2023704—1CTW\'] 38:412/2023-05-23T07:11:08Z1 I
Params  Authorization s  Headers (8)  Body  Pre-request Script  Tests  Settings Cookies
Type Bearer Token - @ Heads up! These parameters hold sensitive data. To keep this data secure while working in a collaborative environment, we recommend using variables. Learn more about b4
variables 7
The authorizatien header will be automatically generated when
you send the request. Learn more about authorization »
Teken eyJhbGciOiJIUzINilsimtpZCIBEILCJwash!

[ Timeseries FaultCode - JSON [@) save ~
GET v https://services.cat.com/telematics/iso1514 3lequipment/makeModelSerial/CAT/3406E/SIT13632/faults/2023-04-10T10:38:412/2023-05-23T07:11:082/1
Params Authorization Headers (8) Body Pre-request Script Tests Settings Cookies
Headers 7 hidden
Key Value Deseription «s  BulkEdit Presets
Accept application/iso15143-faults+json

Step 2: Repeat the Authorization step from section 3.2.

Step 3: Click SEND. See example below:


https://services.cat.com/telematics/iso15143/fleet/equipment/makeModelSerial/CAT/MH3026/FB999999/faults/2019-05-07T00:00:00Z/2019-05-17T00:00:00Z/1
https://services.cat.com/telematics/iso15143/fleet/equipment/makeModelSerial/CAT/MH3026/FB999999/faults/2019-05-07T00:00:00Z/2019-05-17T00:00:00Z/1

Body Cookies Headars (17} Tesl Resulls 5 000K ToEms 31BKE [Q) Save asExample  ees
Pratty Raw Praview Visualize JSON W = I
1 1,
& "FaultCode®:
17 i
18 "CodeTdentifier": "R246-8%,
19 "Codelescription": "Aftertreatment SCR Operator Inducement Severity: #Bbnormal Frequency,
Pulse Width, or Period®,
20 "CodeSeverity”: "Medium",
2] "CodeSource™; Machine Conlriol®,
"Datetime”: "2023-85-12T28:03:42Z"
23 §
24l 1
25 "Codeldentitier”: "bddb-57,
"CodelDescription”: "Aftertreatment SCR Operator Tnducement Severity: Current RBalow Notmal”,
27 "CodeSeverity®: "High",

"CodeSouroe": "Machins Control™,

Step 4: Timeseries Fault Code Data in XML Format:

Follow the same steps in this Section, but change “Accept Type” in header to “application/iso15143-
faults+xml”.

Timeseries Location API
Step 1: To obtain the Timeseries Location in XML Format:
Endpoint URL:

https://services.cat.com/catDigital/iso15143/v1/fleet/equipment/makeModelSerial/{make}/{model}/{serial
Number}/locations/{startDateUTC}/{endDateUTC ageNumber

Example: To get the Asset location data for the following asset in XML format:
Make: CAT

Model: 930K

Serial Number: DYB64103

startDateUTC : 22-12-12T00:00:00Z

endDateUTC: 2022-12-21T00:00:00Z

pageNumber =1

Timeseries Locations URL:

https://services.cat.com/catDigital/iso15143/v1/fleet/equipment/makeModelSerial/CAT/930K/DYB64103/loc
ations/2022-12-12T00:00:00Z7/2022-12-21T00:00:00Z/1



https://services.cat.com/catDigital/iso15143/v1/fleet/equipment/makeModelSerial/%7Bmake%7D/%7Bmodel%7D/%7BserialNumber%7D/locations/%7BstartDateUTC%7D/%7BendDateUTC%7D/%7BpageNumber%7D
https://services.cat.com/catDigital/iso15143/v1/fleet/equipment/makeModelSerial/%7Bmake%7D/%7Bmodel%7D/%7BserialNumber%7D/locations/%7BstartDateUTC%7D/%7BendDateUTC%7D/%7BpageNumber%7D
https://services.cat.com/catDigital/iso15143/v1/fleet/equipment/makeModelSerial/CAT/930K/DYB64103/locations/2022-12-12T00:00:00Z/2022-12-21T00:00:00Z/1
https://services.cat.com/catDigital/iso15143/v1/fleet/equipment/makeModelSerial/CAT/930K/DYB64103/locations/2022-12-12T00:00:00Z/2022-12-21T00:00:00Z/1

Header:
Accept: application/xml

Screens from Postman:

15015143 APl (AEMP 2.0) Collection_1.1 - Production [/ Time Series-Location B Save

GET ~  https://api.cat.comfcatDigital/iso1514 3/viffieet/equipment/makeModelSerial [CAT/930K/DYBE4103 /locations/2022-12-

12700:00:00Z/2022-12-21T00:00:00Z/1

Params Authorization @ Headers (9) Body Pre-request Script Tests Settings

Query Params

Cookies

KEY VALUE DESCRIPTION ssa  Bulk Edit
Key Value Descriptior
15015143 API (AEMP 2.0) Collection_1.1 - Production / Time Series-Location B save ~ s Z BE
GET ~  https://api.cat.com/catDigital/iso15143/v1/fleet/equipment/makeModelSerial /CAT/230K/DYBE4103/locations/2022-12-12T00:( m
Params Authorization Headers (9) Body Pre-request Script Tests Settings Cookies

Headers < 7 hidden

KEY VALUE DESCRIPTION

accept application/xml

Key

¥

Bulk Edit  Presets «

Body Cookies Headers (10) Test Results €5 Status: 200 OK  Time: 2.23s Size: 2454KB  Save Response v

Step 2: Repeat the Authorization step from section 3.2.

Step 3: Click SEND. See example below:

Body Cookies Headers (10) Test Results % Status: 200 OK Time: 2235 Size: 24 54 KB
Pretty Raw Preview Visualize XML =
15 <Links
16 rel>Firstd rals
17 <hrefrhttps://api.cat.com/catDigital /ise15143/vl/fleet/equipment /makeModelSerial /CAT /O30K/DYEE4103/ locations/
2822-12-12T80:00:00L/2022-12-21T88:89:88L/ 1</ href>
18 <fLinks>
1% <Location datetime="2822-12-20T23:59:112%»
) 20 <Latitude»54.30191</Latitude>
21 <Longitude»B2.73724</Longitudex
22 <altitude>205.0</Altitude>
23 <AltitudeUnits»metre¢/AltitudeUnits>
24 <ChinaCoordinateld xsi:nil="true"/>
25 <Address xsi:nil="true"/>
26 <fLocation>
27 <Location datetime="2822-12-20T23:58:112%»
28 <Latitude»54.30191</Latitude>
29 <Longitude»B82.73724</Longitudes
3e <Altituder285.8</Altituder
31 <¢AltitudeUnits>metred /AltitudelUnits>
32 ¢ChinaCoordinateld xsi:nil="true™/>
33 tAddress xsi:nil="true"/»
34 <fLocation>

Save Response v

D Q
L] G_)

(G Cookies o Capturerequests [ Runner [ Trash H = & |



Step 4: Timeseries Location Data in JSON Format:

Follow the same steps in this Section, but change “Accept Type” in header to “application/json.
Timeseries Switch Status API

Step 1: To obtain the Timeseries Switch status Data in XML Format:

Endpoint URL:

https://services.cat.com/catDigital/iso15143/v1/fleet/equipment/makeModelSerial/{make}/{model}/{serial
Number}/switchStatus/{startDateUTC}/{endDateUTC ageNumber

Example: To get the Timeseries switch status data for the following asset in XML format:
Make: CAT

Model: C9.3

Serial Number: RFS45659

startDateUTC : 2022-12-12T00:00:00Z

endDateUTC: 2022-12-21T00:00:00Z

pageNumber =1

Timeseries switch status URL:

https://services.cat.com/catDigital/iso15143/v1/fleet/equipment/makeModelSerial/CAT/C9.3/RFS45659/swit
chStatus/2022-12-12T00:00:007/2022-12-21T00:00:00Z/1

Header:
Accept: application/xml

Screens from Postman:

Time series -switch status [B) save
GET https://api.cat.comfcatDigital/iso1514 3w/ fleetfequipment/makeModel Serit-‘«'-‘g.BOR DYBG64103 f.-.'.-n!r,!*9':‘..--5‘(:.‘*}-i}'-
06T05:41:082/2022-12-07TO5:28:12Z1
Params Authorization e Headers (9 Body Pre-request Script Tests tting Cookies

Query Params

KEY VALUE DESCRIPTION - Bulk Edit


https://services.cat.com/catDigital/iso15143/v1/fleet/equipment/makeModelSerial/%7Bmake%7D/%7Bmodel%7D/%7BserialNumber%7D/switchStatus/%7BstartDateUTC%7D/%7BendDateUTC%7D/%7BpageNumber%7D
https://services.cat.com/catDigital/iso15143/v1/fleet/equipment/makeModelSerial/%7Bmake%7D/%7Bmodel%7D/%7BserialNumber%7D/switchStatus/%7BstartDateUTC%7D/%7BendDateUTC%7D/%7BpageNumber%7D
https://services.cat.com/catDigital/iso15143/v1/fleet/equipment/makeModelSerial/CAT/C9.3/RFS45659/switchStatus/2022-12-12T00:00:00Z/2022-12-21T00:00:00Z/1
https://services.cat.com/catDigital/iso15143/v1/fleet/equipment/makeModelSerial/CAT/C9.3/RFS45659/switchStatus/2022-12-12T00:00:00Z/2022-12-21T00:00:00Z/1

Time series -switch status

[@) save ~
GET ~ https:/fapi.cat.comfcatDigital/iso1514 3/v1/fleet/equipment/makeModelSerial/[CAT/930K/DYBE64103/switchStatus/2022-12- Send v
06T05:41:082/2022-12-07T05:28:122/1
=F A ne Headers (2 1y Pre-request Script Settings Cookies
KEY VALUE DESCRIPTION ess  Bulk Edit Presets
accept

application/xml

Step2: Repeat the Authorization step from section 3.2.

Step3: Click SEND. See example.

Important! The APl is currently available only to a limited group of pilot users. The API availability to
dealers at large will be announced after the pilot completion.

The Dealer ERP Customer Master APl allows dealers to integrate their ERP systems with Caterpillar
Customer Master by sending their customer data to Caterpillar in near real time. The API provides the

same capabilities to create customers and associate them with dealerships as the Customer Admin Tool
web application (https://mycustomer.cat.com).

CATERPILLAR'

Customer: Ass

e e

1
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Select existing

e |
Check if the, ...
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"
A

siate customer

s with the 1the dealer



https://digital.cat.com/knowledge-hub/articles/mycustomer.cat.com
https://mycustomer.cat.com/

Security

The API uses the OAuth 2.0 protocol for authorization. In order to access the API, an OAuth access token is
required in the request headers of each API call. A valid OAuth client ID and client secret is required to
obtain an OAuth access token.

The following basic information is required to authenticate and generate the token.

Field Value
Grant Type Set this to client credentials.

Production: https://fedlogin.cat.com/as/token.oauth?

Token URL
QA: https://fedloginga.cat.com/as/token.oauth2

Client ID Your application's Client ID. Contact your credentials owner.

Client Secret  Your application's Client Secret. Contact your credentials owner.

An OAuth token expires after 60 minutes. An expired token will need to be replaced with a new token.

Additional OAuth information can be found in the Caterpillar OAuth 2.0 Documentation.

APl Environments


https://fedlogin.cat.com/as/token.oauth2
https://fedloginqa.cat.com/as/token.oauth2
https://digital.cat.com/knowledge-hub/articles/oauth-credentials-accessing-apis

The API is available in QA and production environments:

¢ QA: https://services-int.cat.com/catDigital/customerMaster/dealerErp/v1

¢ Production: https://services.cat.com/catDigital/customerMaster/dealerErp/v1

APl Reference Information

Detailed reference information about the API input parameters, request bodies, responses, and error
messages can be found in the Dealer ERP Customer Master API reference documentation

Workflow

Caterpillar Customer Master is the Caterpillar database of customers associated with dealers.

A customer organization represents a customer that can be associated with multiple dealers.


https://services-int.cat.com/catDigital/customerMaster/dealerErp/v1
https://services.cat.com/catDigital/customerMaster/dealerErp/v1
https://digital.cat.com/apis/api-list/prod/dealer-erp-customer-master

A dealer customer is an instance of a customer organization associated with a specific dealer (dealer
code). A dealer customer is identified by the combination of a dealer code and DCN (dealer customer
number) joined with a pipe (|), for example, "TD68 | 245TRSSDG343456.

Use the Dealer ERP Customer Master API to associate a new or existing customer organization with a
dealer (single dealer code). The workflows is as follows:

¢ When the API user submits the request, a search is performed to find the customer organization in
the customer master database.

o API uses following search criteria to find the org (all must match):



= Customer organization name is similar to input string
= Country code matches to the input value
» Addressl field is similar to input string
» Postal code is similar to input value OR city name and state match input values
o If the customer organization is not found in the database, the customer organization is
created using businessName, alternateName, address, email, and phones with the status of
ACTIVE.
o If a customer organization is found, it will be associated with the specified dealer code.
¢ When a customer organization is associated the specified dealer code, the resulting DCN
(dealerCode and dealerCustomerNumber combination) is validated against in the customer master

database.

o If the DCN exists and is not associated to any customer organization, then an association is
created with the provided customerOrganizationIdentifier and the DCN and a 200
response is returned.

o If the DCN exists in the customer master database and is associated to any customer
organization, a 400 response code is returned.

o If the DCN does not exist in the database, then the dealer customer is created using
businessName,alternateName,dealerCustomerNumber, dealerCode, dealerType=REVENUE

(by default), address, email, phones attributes and associated to customer organization.



* To associate the customer organization with additional dealer codes, submit additional requests
using the customerOrganizationIdentifier returned by the original call. See examples below.

Add a Customer to a Dealer

Use the POST /dealerCustomers/associate endpoint to add a customer to a dealer (i.e., create a
dealer customer by associating a customer organization with a dealer code):

curl --location --request POST

'https://api-int.cat.com/catDigital/customerMaster/dealerErp/vl/dealerCustomers/
associate&#39; \ --header 'Authorization: Bearer {Bearer Token}' \ --header

‘Content-Type: application/json' \ --data-raw '{ "businessName": "DIY Digging,

Inc", "alternateName": "NW53655HGFD ALT", "dealerCustomerNumber":
"245TRSSDG343456", "dealerCode": "TD68", "addresses": [ {

"addressType": "MAIN OFFICE", "addressl": "123 Park Lane", "address2":
"y "address3": "", "countryCode": "USA", "stateOrProvinceCode":
"IL", "subdivisionCode": "", "cityName": "Peoria", "postalCode":
"61607" Y 1, "emails": [ { "emailAddress": "TRHW465@CAT.COM",
"emailType": "PRIMARY" } 1, "phones": [ { "phoneNumber": "+1
312-345-7535", "phoneType": "PRIMARY" }o1r

To associate the customer organization with additional dealer codes, submit additional requests including
the customerOrganizationIdentifier value from the response to the first request:

curl --location --request POST
'https://services.cat.com/customerMaster/dealerErp/vl/dealerCustomers/associate&
#39; --header 'Authorization: {Bearer Token}''{
"customerOrganizationIdentifier": "2974527631", "businessName": "DIY Digging,


https://api-int.cat.com/catDigital/customerMaster/dealerErp/v1/dealerCustomers/associate&#39
https://api-int.cat.com/catDigital/customerMaster/dealerErp/v1/dealerCustomers/associate&#39
https://services.cat.com/customerMaster/dealerErp/v1/dealerCustomers/associate&#39
https://services.cat.com/customerMaster/dealerErp/v1/dealerCustomers/associate&#39

Inc", "alternateName": "Ajay Construction", "dealerCustomerNumber":

"245TRSSDG343456", "dealerCode": "TD69", "addresses": [ {

"addressType": "MAIN OFFICE", "addressl": "123 Park Lane", "address2":
e "address3": "", "countryCode": "USA", "stateOrProvinceCode":
"TL", "subdivisionCode": "", "cityName": "Peoria", "postalCode":
"61607" Y 1, "emails": [ { "emailAddress": "TRHW465@CAT.COM",
"emailType": "PRIMARY" } 1, "phones": [ { "phoneNumber": "+1
312-345-7535", "phoneType": "PRIMARY" o1y

Request body

The following is a complete list of the required and optional request attributes.

Required

e businessName: The customer organization or dealer customer business hame represents the
business name of the customer organization or dealer customer.

e dealerCustomerNumber: The unique identifier of the customer in the dealer ERP system. Dealer
customer number is part of the DCN (dealerCode and dealerCustomerNumber combination)
identifier.



¢ dealerCode: The Caterpillar-assigned dealer code derived from dealer ERP source system.

e addresses: Customer address. The address object passed in the request to dealer ERP customer
master APl must have MAIN OFFICE address type. The address is NOT validated against a GIS
database.

Optional

e emails: Details of customer or dealer customer email object to be added for the customer.

* phones: Order the results in either ascending or descending order.

e customerOrganizationIdentifier: The unique identifier of the customer organization. Specify the
value to associate the customer organization with additional dealer codes. You can get the value
from a successful response to the initial API call.

e alternateName: The alternate business name of the customer organization or dealer customer.

Response



A successful (201) response is as follow:

{ "customerOrganization": { "customerOrganizationDetails": {
"businessName": "DIY Digging, Inc", "alternateName": "Ajay Construction",
"customerOrganizationIdentifier": "2974527631", "topLevellIndicator": true,
"parentOrganizationIdentifier": "2974527631", "updateTime":
"2023-04-03T20:05:17.94772", "owningDealerCode": "TD68",
"hasAssociatedDealerCustomers": true, "managedAccountIndicator": false,
"status": "ACTIVE", "locked": false }, "addresses": [ {
"address1": "123 Park Lane", "address2": null, "address3": null,
"cityName": "Peoria", "stateOrProvinceCode": "IL", "postalCode":
"61607", "countryCode": "USA", "addressType": "PRIMARY" }

1, "phones": [ { "phoneNumber": "+1 312-345-7535",

"phoneType": "PRIMARY" } 1, "emails": [ { "emailAddress":
"TRHW465@CAT.COM", "emailType": "PRIMARY" } 1,
"dealerCustomerAssociations": [ { "dealerCustomerIdentifier":
"TD68|245TRSSDG343456" } ] }, "dealerCustomerOrganization": {
"dealerCustomerDetails": { "dealerCode": "TD68",

"dealerCustomerNumber": "245TRSSDG343456", "dealerCustomerBusinessName":
"DIY Digging, Inc", "dealerCustomerAlternateName": "Ajay Construction",
"dealerCustomerIdentifier": "TD68|245TRSSDG343456", "updateTime":
"2023-04-03 20:05:18.403862757", "type": "REVENUE", "status": "ACTIVE"
}, "dealerCustomerAddresses": | { "addressl": "123 Park Lane",
"address2": null, "address3": null, "cityName": "Peoria",
"stateOrProvinceCode": "IL", "postalCode": "61607", "countryCode":
"USA", "addressType": "MAIN OFFICE" } 1,
"dealerCustomerPhones": [ { "phoneNumber": "+1 312-345-7535",
"phoneType": "PRIMARY" } 1, "dealerCustomerEmails": [ {
"emailAddress": "TRHW465@CAT.COM", "emailType": "PRIMARY" } 1 }}

An error response provides detailed information about the cause of the error:

{ "code": "400", "description": "Dealer Customer already has an associated
customer organization."}



Testing Procedures

Note: Before testing the API, it is strongly recommended that you set up access to the Customer Admin

Tool web application, if you don't already have it. You will be prompted to request access when you
navigate to the application URL.

Use the QA environment for testing.

Test the API by passing a valid request. Use a valid dealer code and other request body attributes
per the OpenAPI specification.

To verify the result, check the response body and confirm that the customer is created successfully
using the Customer Admin Tool web application.

You can also use the Customer Admin Tool web application to delete the test data you create in the

QA environment.

Additional Documentation


https://digital.cat.com/knowledge-hub/articles/mycustomer.cat.com
https://digital.cat.com/knowledge-hub/articles/mycustomer.cat.com
https://digital.cat.com/knowledge-hub/articles/mycustomer.cat.com
https://digital.cat.com/knowledge-hub/articles/mycustomer.cat.com

The following additional documentation is available as part of the Dealer ERP Customer Master:

¢ Postman collection:

Change History

Date Author Description of Change
04-13-2023  Andrei Essaoulov ~ Updated the guide for the pilot.

03-10-2023  Mikhail Gavrilov New document.
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